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Event Details

10 Compromised Endpoint (DESKTOP-JASON)
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DESKTOP-JASON (181.233.110.50)

Informations

« Location: TW

« 0S: Windows 10 Enterprise x64

« Time Zone: &3t (UTC+08:00)

« 0S: Windows 10 B3R (10.0.19045) x64

» Malware: C:\Users\user\AppData\Local\Temp\215122\Comparing.pif
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l 11:56:08 (@A) "C:\Windows\NetworkDistribution\libiconv-2.dll v Details

11:56:31 (A "C:\windows\NetwerkDistribution\lzlibl.dll (HAS BEEN QUARANTINE) + 1721610100

« Remote Desktop Access (RDP)
2 Weeksago V| to 2l Subjec "C:\Windows\system32\cmd.exe" /c C:\Windows\System32\wbem\wmi... * Inbound connection from 172.
Jason_kao
192.168.12.60 MITRE ATT&CK®
CyberTotal Alert
T1021.0081 Remote Services: Remote Desklop Protocol
11:56:31 6 "C:\Windows\NetworkDistribution\pytrch.py
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IASM Assessment  Identities | AttackPaths  Remediation Plans Domain | (AD) demo.lab Functionsv

Score Impacting Attack Path ¢ EXCLUDE
Updated Time 2025-83-84 17:16 Search for Ide Statistics. Secure Score

Attack Paths
% Starting @ Jason Kao
1# Ending [ SubCA_5688

Main Path

Weak Encryption

GenericWrite
Starting
Type Computer
Description  2014"B"45293 quinta.lyndsay PC

D $-1-5-21-3500618638-486307961-
1305886430-2023

Distinguished CN=SQL,CN=Computers,DC=matrix,DC=la
Name b
~ [ GenericWrite - & testuser
s
& Jason_kao ~ [ ForceChange... - & testuser
User & testuser
ITAdmins, Domains, Users
Sensitive &% Domain Users

A5/AF) jason_kao@mail.abc.com

(Next) 2 permission(s) selected. Proceed to the plan.
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